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Context: The TAMIS team has a strong axis on malware analysis and classification using machine
learning (ML) algorithms. This project extends this to consider network based behavior for the
detection and classification of malware.
Description:
This project is to identify malware (and distinguish malware from cleanware) using the network behaviour of a binary program. The goal is to run a binary (in a sandbox) and detect all the network
behaviours of the binary, and from this build a behavioural signature. This behavioural signature
can then be compared with other behavioural signatures of known malware (and cleanware). The
end goal is to detect malware binaries using this network activity behavioural signature.
(Note that we already have a project on distinguishing malware from cleanware using behavioural
signatures, so the main goal of the Network Signature project is to produce behavioural signatures
that can be used in the same way (some collaboration with the other project will likely occur to
share classification knowledge, and share machine learning approaches).)
The main objectives of this project will be the creation of a testing environment where a binary
sample can be run in a sandbox with a controlled network environment. This environment should
allow the sample to act (and be able to respond to, or simulate various appropriate features that influence the sample's behaviour), and also collect all the sample's network activity.
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