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Subject
One of the main activities inside security operation centers (SOC) is the analysis of logs from applications, operating systems and networks. Two different
contexts can lead to a log analysis process: in the case of a security incident
and in the hunting activity of a SOC.
First, after a security incident, it is necessary to retrieve the maximum amount
of logs on the compromised system and next to analyze them to understand the
steps of the attack, which computers are compromised, how they were compromised, which data was exfiltrated, etc. In this case, this analysis has always a
starting point that lead to the report of the incident (for example: the abnormal
behaviour of a computer).
The hunting activity inside SOCs consists in looking for elements that were
missed by traditional detection tools or rules. It is generally done by a log
analysis which is different from the previous case: there is no starting point for
the analysis, there may not be malicious events during the considered period,
logs from the information system are retrieved on a daily basis and thus, the
analysts have access to an history of the activity on the system.

1

Numerous research work [7, 1] proposed the application of machine learning for
the detection of anomalous events or entities (machine, user, domaine name,
etc.). This gives the analyst a starting point to explore the logs of the information system. Less research work proposed an help to the analysis of events [3].
This internship has the objective to contribute to one of those two questions:
detection of anomalous events or entities, or help to the analysis of events.
Among the different machine learning techniques, reinforcement learning (sometimes combined with deep learning) allowed to obtain good results in domains
such as games [2, 6]. The use of reinforcement learning in computer security
has not been fully explored [4]. The model of reinforcement learning [5, 2] is
based on an agent that observes his environment, chooses and does an action,
and gets a reward (that can be negative). This model can be applied to the log
analysis problem. The agent observes some characteristics of the logs, sends a
request and obtains a reward depending on the results of the request.
During this internship, we would like to study reinforcement techniques and
their application to log analysis for intrusion detection and develop a PoC on a
simple use case.
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